
 

 
 

 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
             Critical Incident Management Team:  
 
             Anna Jones, Principal            annajones@highfieldsspencer.co.uk or headteacher@highfieldsspencer.co.uk 
             Lianna Norman, office administrator    liannanorman@highfieldsspencer.co.uk 
             Luke Knight, Site Manager                    lukeknight@highfieldsspencer.co.uk 
             Rachel Huntingford, Early Years Lead   rachelhuntingford@highfieldsspencer.co.uk 
 

            Mac’s Club: Venice Mcdonald   macsclub1@gmail.com  for Before and After School Club 
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LOCKDOWN PROCEDURES: INFORMATION FOR STAFF and Before and After School Clubs 
 

This procedure is to be used in the case of an emergency requiring all students to be inside the School 

buildings, for example in any of the following cases: 
 

• The close proximity of a dangerous dog or wild animal roaming loose (in the case of schools 
near zoos and/or livestock establishments). 

• A reported incident/civil disturbance in the local community (with the potential to pose a risk to 
staff and students in the School). 

• An intruder on the School site (with the potential to pose a risk to staff and students). 

• A warning being received regarding a risk of air pollution (smoke plume, gas cloud etc.) or 
chemical, biological or radiological contaminants, or a major fire in the vicinity of the School. 

• The police have informed us we should use our lockdown procedure 
 

LOCKDOWN SIGNAL: CONTINUOUS SOUNDING OF LOCKDOWN TONE (lockdown horn) 
 

The tone will be initiated from the place where possible threat seen- each classroom, the office, hall 
and site manager’s office will have a lockdown horn, which can be activated in the event of a lockdown 
incident. The tone may be initiated by any member of staff that has identified a threat (including 
Admin team, as well as the Principal and Leadership Team). It is preferable if there is time, that the 
Principal or a member of SLT is contacted first (Mrs Norman, office administrator, Mrs Huntingford, 
Early Years Lead or Mr Knight, site manager). If before or after school/ holiday clubs Mac’s Club or 
relevant manager/ deputy will follow these procedures but report the incident to Principal and Site 
Manager as soon as possible after contacting 999. 
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Lockdown Procedure 
On this signal, the following actions should be taken: 

 
1. CLASSROOM STAFF 

• If you are outside with your class (such as a P.E. lesson), return to the School sports hall or 
other part of the main building via the nearest door, locking it behind the last person if you can 
see no other students or staff in the area behind you. 

• If you are inside, remain in your classroom in an orderly manner, locking all outside doors 
(unless you can see pupils or staff coming towards the building). 

• Staff and pupils in the toilets and in the corridors should move to the nearest classroom (unless 
a disturbance is heard in which case it may be safer to stay put e.g. in the toilets). 

• In each case, when locking/blocking a door (tables), do not lock out any staff or pupils you can 
see in the area coming towards you but remain by the door to lock/block it once everyone is in. 

• Close all the windows and blinds, leaving the door blind/covering until last. 

• Seat the pupils away from the windows and doors in a ‘safe corner’ and under the tables. 

• Do a head count/ register so that you know if any pupils are missing. This must be reported via 

your phone/ walkie talkie in case any other member of staff has that pupil with them (for example 

if pupils are working in the DT room, Happy Room or Library).  

• If pupils are in the library move to the nearest classroom or the hall and follow the procedure 

above. 

• Turn off the projector/interactive whiteboard & classroom lights, as well as any practical 
equipment that is in use (such as students PC’s, cookers etc.) 

Optional Discreet Communication 

• If it is safe to do so, and you have it with you, retrieve your mobile phone (set to silent). 

• If it is safe to do so, switch on a PC and log in to your staff email account. 

• Once the Lockdown has been activated, communication may be possible via staff e-mail and 
could be accessed via the computer or mobile phone. 

 

2. PRINCIPAL & LEADERSHIP TEAM 

• Principal to take control of the response (Lockdown Manager). Other members of the Critical 
Incident Management Team (CIMT) to take control if the Principal is not available. 

• Call 999 to report the incident (office staff may also do this) and also contact Angela O’Brien at 

SAT Trust (central team) aobrien@satrust.com 

• Leadership Team to remain in classrooms/offices (i.e. do not attempt to co-locate unless safe 
to do so), but, if safe, make contact with the Headteacher/CIMT group using walkie talkies 
mobiles and/or email. 

 

3. SITE TEAM ( Mrs Jones, Mrs Norman and Mr Knight) 
 

• Dependent upon the situation and where safe to do so the Site Team to 

o lock all external doors to the School buildings 

o lock all vehicle and pedestrian gates to the School site 

• If possible, Site Team to lock themselves in nearest safe location. 

• Site Team to liaise with Emergency Services and Headteacher/CIMT (critical incident 

management team) group as instructed. 

 

4. AIT will be contacted and asked to remotely monitor CCTV at Highfields 
If Office Administrator in office during lockdown she will monitor CCTV and relay 
information to Principal via phone or walkie talkie. 

 

• To monitor CCTV and site security and relay information via email to SLT 
 

5. RECEPTION STAFF & ALL SUPPORT STAFF 

• Support Staff to follow the general instructions for Classroom Staff 

• Reception Staff to lock internal Reception & First Aid doors to the corridor 

• Reception Staff to lower the Reception hatch and window blinds (if safe to do so) 

• Bring the telephone to the floor & remain out of sight under the tables 

• Call 999 to report the incident 
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Optional Discreet Communication 

• If it is safe to do so, and you have it with you, retrieve your mobile phone (set to silent). 

• If it is safe to do so, switch on a PC and log in to your staff email account. 

• Once the Lockdown has been activated, communication may be possible via staff email 
 

SATELLITE BUILDINGS/ FIELD/ GARDENING AREA or local playground (within the School 
site) 

• At present the school does not have any external buildings, but if pupils were at the 

playground located next to the school or on the field/ gardening area they would need to 

immediately come into the building. When staff take pupils to these areas they must carry the 

school mobile phone in case of emergency.  

• Do not attempt to come to the Main School Building. 
 

6. MORNING/BREAK/LUNCHTIME PROCEDURE 

• Staff should direct pupils to the nearest classroom or school hall. Pupils will also be made 
aware that this is the procedure (see ‘Lockdown Action’ classroom notices). 

• If outside, staff should direct students to go inside by the nearest door. 

• A member of staff should remain by each of the external doors until all pupils and staff are 
inside, after which they should lock it and go to the nearest classroom or school hall. 

 

7. FIRE ALARM PROCEDURE 

• If the fire alarm is activated whilst the school is in Lockdown, and if there does not appear 
to be any immediate danger from smoke or flames, staff should make reasonable attempts to 
confirm the instruction to evacuate by accessing a confirmation email, and/or Emergency 
Services instructions on site. 

• Staff should be aware that they may have to respond dynamically to the situation as it arises. 
 

8. ALL CLEAR 

• The Lockdown Manager (usually the Principal or a member of the Leadership Team) will 
ascertain when the situation is safe and will instruct an ‘all clear’ email alert to be sent. If staff 
have not been able to access email, members of the Leadership Team will also confirm the 
‘all clear’ by walking around School – if in doubt, remain in Lockdown. 

• Note: DO NOT interpret the Lockdown Alarm stopping as confirmation of the ‘all clear’. 

• ALL CLEAR SIGNAL: Lockdown Alarm stops AND positive confirmation by email and/or 

members of the Leadership Team walking around School. 

• After the All Clear, further instructions will be provided on actions for the remainder of the day. 
 

9. Pupils will follow the teacher’s instructions.  
If they hear the lockdown alarm they will follow staff instructions as to which room to go to and 
where to gather in the room.  
They will help their teachers by sitting calmly and quietly until they are told they are allowed to 
speak again.  
All pupils must sit where their teacher asks them to sit, e.g. in the home corner or under a table 
Pupils must not open doors, windows or blinds whilst the lockdown alarm is sounding or until their 
teacher tells them it is safe to ‘go back to normal.’ 
If a pupil notices one of their class/ group are not present in the classroom they will tell their 
teacher so that they can check pupil is safe somewhere else in the building.  
 
If you are in the toilet and it is safe to go back to your classroom please do this. See the posters 
on the following page which will be displayed around school.  
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 LOCKDOWN ACTION 
 

 

 
 

LOCKDOWN SIGNAL 

Continuous Lockdown tone 

If you are in a classroom, remain where you are 
If you are outside, go inside to the nearest classroom/room 
If in the toilets/corridors, go to the nearest classroom/room 

1. SHELTER SOMEWHERE SAFE 

Lock the doors and/or block with a desk 
Close windows and blinds 
Turn off equipment such as interactive white 
boards/projectors and classroom equipment (PC’s, cooker etc) 

Turn off the lights 
Move to a ‘safe corner’ & hide under tables 

2. HIDE FROM VIEW 

Stay calm & quiet 
Do exactly what teachers & staff tell you to do 
Do not open doors during a lockdown in the event of a fire 
alarm unless school staff tell you to do so 

3. WAIT FOR FURTHER INSTRUCTIONS 

Staff will give the ‘All Clear’ signal 

‘ALL CLEAR’ SIGNAL 
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The following information may be placed on the School Website 

.LOCKDOWN PROCEDURES: INFORMATION FOR PARENTS/CARERS 
SITE SECURITY & SAFEGUARDING RISK ASSESSMENT 

 
  

LOCKDOWN PROCEDURES 

 
 

A Lockdown Procedure is in place at all schools in the Trust. This follows the advice of Counter 

Terrorism Policing. 

The Lockdown Procedure is practised routinely and at least annually. We generally aim to alert 

staff and students in advance of a lockdown drill, but this may not always be possible. 

In the event of an actual lockdown situation parents & carers: 
 

• Should BE ASSURED that the School understands their concern for their child’s welfare and 

is doing everything possible to ensure student and staff safety. 

• Do NOT contact the School. 

• Do NOT come to the School. 

• Should WAIT for the School to contact them about when it is safe to collect their child, and 

where this will be from. Students will not be allowed to leave during a lockdown. 

Parents & carers are requested to ensure that the School always has up-to-date contact information 

by telephone, text and email. 

The following resources have been developed by Counter Terrorism Policing: 

 
 

• RUN HIDE TELL poster page 4 

• RUN HIDE TELL (Action for Youth) video Run Hide Tell 

https://www.npcc.police.uk/StaySafeAssets/FINAL%20MPS168715%20Run%20Tell%20Hide%20A5%20Lflt%20Blk%20Eng%20v3.pdf
https://www.cityoflondon.police.uk/advice-and-support/countering-terrorism/Pages/stay-safe.aspx
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LOCKDOWN PROCEDURE RISK ASSESSMENT 
 

Consider these questions when assessing whether & how security might be improved. 

 
Question Y N School Response 

Does the school’s perimeter 
provide a reasonable barrier 
making access or egress from the 
site possible only by a determined 
individual? 

Y  The main entrance is pedestrian only and there 
is a separate set of gates onto the carpark which 
are locked during drop off and pick up times in 
the morning and end of the day.  
There are a second set of gates around the 
building, playground and nursery outdoor area 
which protects the pupils, so visitors can only 
get into the external part of the site outside in 
the carpark/entrance unless permitted access 
by staff. There is a high fence around the whole 
site and on one side a slope with a wall barrier 
and then a second fence.  
 

If the school’s perimeter is difficult 
to secure economically, could an 
inner perimeter be effective and 
afforded? 

N/A N/A There is already a second fence barrier in place.  

Are fences of a design that reduces 
the ease with which they could be 
climbed or clambered over? 

Y  Highfields perimeter fences are mainly metal 
railings, but our site also backs on to residential 
properties that have wooden panel fencing of 
various heights. 

 

Gates are metal and designed to reduce the 
ease with which they could be clambered over. 

Can the gates that separate the 
school site from the public area 
beyond be seen from an office that 
is normally permanently staffed 
during school hours (e.g., the 
school office)? 

Y  Highfields’ entrance & exit points are monitored 
by CCTV. Whilst this is not constantly monitored, 
it is recorded and can be referenced if a pupil 
goes missing or an intruder is found. Records 
are currently kept by AIT on an external server. 
 

Do fire exits and other external 
doors in the school building from 
the building open directly onto 
spaces (such as the car park) 
which communicate directly with 
public areas? 

Y  The school’s glass sliding front door is ‘locked’ 
every time it is closed- no access is possible 
from the outside without a special fob or the staff 
permitting entrance.  The glass is shatterproof. 
All other external doors are secure and cannot 
be opened from the outside without staff key.  

 

The main entrance opens directly on the car 
park at the front and there is access around the 
perimeter road to other parts of the site. In order 
to prevent access via the school hall from 
outside the doors have maglocks. These can 
only be opened externally by a special fob or 
key held by staff. If door was accidentally left 
open alarm sounds so that staff aware door 
unlocked and light above door turns from red to 
green to show unlocked.  

Is access to school buildings 
actively controlled, so that visitors 
must have explicit permission to 
venture past the school reception? 

Y  Visitors and the public would not normally gain 
access to the school site without permission, 
and other than by entering & signing in at 
Reception. Access is strictly controlled for 
safeguarding reasons. All visitors sign in on Sign 
In App and wear a badge and visitors lanyard, so 
any person without this would be challenged by 
staff.  



Page 10 
 

Does the use of any door that 
cannot be easily seen, but that 
which may provide access to public 
areas of the school, trigger any kind 
of visual or audible alarm in the 
school office, etc? 

 N Alarms do not sound if a member of staff or pupil 
leaves. This is considered to be low risk within 
the school context & setting, as these doors are 
usually locked at the beginning and end of the 
school day before nursery and playground 
gates are opened for pick up and collection and 
a member of staff is always present any time a 
gate to outside is opened.  

Does Reception provide an 
adequate barrier in terms of access 
to staff and teaching areas? 

Y  A reasonably well-behaved visitor cannot 
bypass the Highfields Reception, or easily force 
their way through Reception area. There is an 
internal double door barrier which is access 
controlled. The guidance indicates that it is not 
necessary to ensure it is physically impossible, 
however, refer to Lockdown Procedures. There 
is a parent interview room which is near the 
main door, so all visitors can wait there without 
having to come into the main part of school 
(which is blocked off by access-controlled doors 
anyway) 

Are staff properly briefed and 
appropriately trained to manage 
conflict, aggressive parents, etc. 

Y  Highfields Spencer Academy staff will be 
trained in Lockdown Procedures, and this 
addresses what to do in the event of a 
malicious/threatening intruder, using the Run 
Hide Tell principles, sounding the Lockdown 
Alarm, and alerting the emergency services as 
soon as possible. 
The office administrator has been advised of 
what to do in the event of a Bomb Threat. 
There is generally a low risk of aggressive 
students and/or parents, and the Derbyshire 
Police/ County Council/Spencer Academies 
Trust will strive to contact school in the event of 
any local or national incident that they have 
been made aware of. Staff may reliably 
summon assistance from colleagues within the 
school or from external sources, as needed. 

Do the school’s arrangements 
adequately provide for staff, visitors 
or students, particularly those with 
additional needs to minimise the 
risk of frustration turning into 
dissatisfaction and conflict. 

Y  The office administrator discusses this matter to 
ensure any concerns are identified and 
appropriately addressed and Principal and Site 
Manager would be called swiftly for support if 
needed via walkie talkie or telephone. 

 


